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Payment security has come a long way in the last decade, but fraudsters

have come even further and are using a greater variety of methods to infiltrate
your payments process. Let’s take a look at the state of payment fraud in the
UK today.

THE PROTOTYPICAL FRAUDSTER
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87% MALE AGES 36-45 6+ YEARS MANAGEMENT

men are 87% more likely average age of typical are employed by same fraudsters are typically in a
to commit fraud than their fraudster ranges between company for more than senior level management
female counterparts. 36 and 45 years old. six years. (KPMG position. (KPMG

(KPMG International) (KPMG International) International) International)

EXTERNAL THREATS

COLLUSION

80% of fraud involves two or more people where
the fraudster recruits external parties or internal
allies to execute the crime. (The Association of
Certified Fraud Examiners (ACFE))

SOCIAL ENGINEERING

Fraudsters are increasingly using techniques to

trick, deceive, and manipulate their victims into

giving out confidential information, with reported

losses from these schemes doubling in 2015 to
nearly £6.75 million (BBC, 2016)

7 50/0 of those asked cited fraud prevention as their biggest risk.

(Bottomline Technologies Survey 2016)

INTERNAL THREATS

TOTAL LOSS

Last year, total reported internal fraud losses stood
at £2.4 trillion. (The Association of Certified Fraud
Examiners (ACFE))

EMPLOYEE ACCESS

84% of those asked admitted they have the
know-how and access to systems that meant they
could commit fraud in their organisation.
(Bottomline Technologies Survey 2016)

There are 55 employee-related incidents of fraud

on average in 12 months in the UK.

(The Association of Certified Fraud Examiners (ACFE))
4.5 incidents per month

On average it takes a total of 375 days to resolve a single act of fraud.
(The Association of Certified Fraud Examiners (ACFE))

270 days 105 days

to detect fraud. to determine cause.
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7 6 0/O of findings result in insufficient or inadmissible evidence.
(The Association of Certified Fraud Examiners (ACFE))

l Read real-life examples of companies
hit hard by payment fraud
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Bottomline Over 10,000 organisations depend on Bottomline solutions to power and protect their payments.
y chno/ogzm For an industry leading perspective, speak to Bottomline.

0870 081 8250 | emea-info@bottomline.com www.bottomline.com


https://go.bottomline.com/rs/498-XVR-738/images/payment-fraud-pt-x-papers-CPY-UK-INF-2006-014.pdf

